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Abstract 
 

This work presents a distributed platform to carry out practical lessons with mobile robots through 
Internet. The main goal consists in the development of an architecture that allows the student to 
access in a transparent way to a set of mobile robots, independently of the operative system the 
student uses and with a minimum additional installation in his computer. This paper details all the 
processes used for the implementation of the system. Also, we present the model of practices 
proposed so that the students can deepen in some important concepts of mobile robotics and 
computer vision, taking into account the advantages the access through Internet supposes. At last, 
some safety measures have been taken to guarantee an adequate use of the system. 
 
Keywords 
Remote laboratory, Internet, Mobile robots, Distributed platform, Computer vision. 
 
 
1. INTRODUCTION 
 
Nowadays, Internet has become a powerful tool in the field of education. The students are highly 
motivated to use the resources available in remote environments through Internet. Besides, thanks to 
the remote laboratories, the student can get used to working with real equipments, and he can access 
them from his house, and with a very flexible timetable. This concept of remote laboratory acquires a 
special importance in view of the change of scenario the education is undergoing in our country, with 
the adaptation of the education to the European Space of Higher Education. The new system is 
centred in the learning of the student and tries to foster his autonomy and reduce the time the teacher 
uses to present the theoretical concepts at the lecture rooms. This is expected to be a less rigid 
system with regards to the lectures and timetables. The remote laboratories are definitely going to 
help to the establishment of this new system in the technical studies. 
 
The information and communication technologies have been put into practice recently in the field of 
control systems teaching very successfully [1], [2]. Remote laboratories are one of the possible 
applications. They provide a distributed environment that permits the students to access in a remote 
way through Internet to the equipments available in the laboratory. This work presents a remote 
laboratory that has been developed so that the students can make use of the mobile robots available 
in the laboratory through Internet. In the area of robotics, we find several works that present different 
ways to operate robots in a remote environment. Candelas et al. [3] present a virtual laboratory to 
carry out robotics practical lessons. This platform is capable to simulate a robot arm and also, 
students can teleoperate the equivalent real robot. Thamma et al. [4] describe a client/server 
architecture to remotely control a manipulator robot, making use of Java programming and using TCP 
and sockets. The users can access the server through any web browser. The work in [5] presents a 
remote laboratory that allows controlling a Lego mobile robot through a web browser. The student can 
make the design of several kinds of controllers using the MATLAB/Simulink environment. The 
objective is to carry out a path planning and to test them on a real robot. Khamis et al. have developed 
the ‘Developer’ architecture to teleoperate and control the B21r robot [6]. At last, Siegwart and Saucy 
present and discuss some applications that use mobile robots through Internet in EPFL, Lausanne [7]. 
 
This work presents a distributed platform that allows monitoring and control a team of mobile robots 
through Internet. With this goal, we have designed a communication protocol between the different 
members of the system using CORBA (Control Object Request Broker Architecture) as a reference 
model. The robustness and efficiency of this standard for the implementation of distributed 
applications has been demonstrated in previous works [8], [9], [10]. Our objective in the present work 



is to develop a platform that allows the students to operate the mobile robots in a transparent way, 
without needing a deep knowledge of the internal architecture of the robot and offering access to 
different kinds of robots using the same graphical interface. 
 
 
2. ARCHITECTURE OF THE SYSTEM 
 
The main objective of the work consists in designing and implementing a platform so that the students 
can test their control algorithms through a simple graphical interface, using high-level languages to 
write the program and without necessity of a deep knowledge of the architecture of the robot used. 
With this goal, we have created three different working environments that allow the simultaneous 
access of three students to carry out the practices. This structure of environments is shown on fig. 1. 
 
 

 
 

Fig. 1. Working environments that the students can access in a remote way. 
 
 
Each working environment is composed by a WifiBot robot that has a wireless connection to the 
access point, and an Axis 207W camera, placed in the ceiling, that provides us with a view of the 
working environment. Thanks to this camera, the position and the orientation of the robot can be 
computed using an artificial mark we place on each robot. Each WifiBot robot carries a colour camera 
on its top, two infrared sensors to measure the distance to the obstacles and the walls, an odometer 
system and four independent motors. Also, they have been equipped with an onboard PC. 
 
Besides, there is a PC that is connected to the network of the laboratory where the next services run. 
These services are described in great detail in the next sections. 
 

- Web server. In this server, the client application is available so that the students can download 
it and install it in their computers. 

 
- Identity server. This is the base of the CORBA communications. 

 
- SQL server. This server is used to implement several safety mechanisms such as the 

restriction to the access and a record of all the actions each user has carried out with each 
robot. 

 
A point to emphasize is that to allow the students to access the platform from any location (not only 
from the computers in the laboratory) it is necessary to have total access to the router to open and 
redirect the necessary ports. Also, it must be taken into account that not only the necessary ports for 
the HTTP, SSH and MySQL protocols must be available. Also, the CORBA information will go through 
the network and it must not be filtered by the firewall [11]. 



3. FLOW OF COMMUNICATIONS 
 
Before defining how the communications flow between the components of the system, it is necessary 
to distinguish between the two types of communication that are present in the system. 
 
3.1  CORBA Communications 
 
The basic communication between the different members of the system is based in the CORBA 
protocol [12]. The main components of the communications network are described in the next 
paragraphs. 
 
Onboard Servers. Each robot carries a PC onboard where the necessary servers to access to the 
sensors and actuators of the robot run (video cameras, infrared sensors, odometer, motors, etc.). 
These servers provide us with several services that are implemented using CORBA interfaces. More 
specifically, each interface is implemented through a C++ object that access the robot sensors or that 
controls the robot movements. The CORBA standard allows accessing each service through a text 
stream known as IOR (Inter-operable Object Reference). Currently, the following interfaces are 
available: 
 

- RobotBasics Interface. It implements the basic movement actions (to start movement, to set up 
an advance/steering speed and to stop the robot) that the robot can carry out. It also includes 
the value of the infrared sensors and the odometer of the robot. 

 
- SingleCamera Interface. It allows the client to obtain snapshots from the camera each robot 

has on its top. It also allows obtaining images from the camera of the working environment. 
Thanks to these images, this interface also provides us with information of the position of the 
robot in the environment thanks to the artificial mark each robot carries on its top. 

 
- StereoCamera Interface. It runs only in the robots that have a stereo pair. 

 
- LaserServer Interface. It offers data from a laser distance server. It is available only in the 

robots that have this kind of sensor. 
 
Identity Server. It runs in a PC that is connected to the laboratory network. The IP of this PC must be 
known by all the elements of the system. This is the only piece of information we must configure to 
establish the communication between all the components. This server has two main functions. The 
first one consists in keeping a list of all the robots and the cameras of the environment that are active 
at each moment in the system. This way, this server stores a string that is different for ach robot 
(Wifi1, Wifi2, etc.) and a list of the services this robot offers (camera, infrared sensors, sonar, etc). 
Each service is also stored as a text string and an IOR reference. The second function is to carry out 
an access control from the client applications to the robots. This means that when a student accesses 
one working environment to carry out the practices, he has the exclusive rights to operate with the 
robot. None of the other students can access this environment until the current user leaves it. Besides, 
to avoid that only a student can monopolize the environment during a long period of time, a 
reservation system has been established. Through it, each student can make a reservation during a 
time slot in a timetable (the maximum period of time is limited to one hour in the current 
implementation). During this time slot, only the student who has made the reservation can access the 
working environment. Taking into account that, in this moment, there are three independent 
environments available, three different students can access the system simultaneously to test their 
algorithms. 
 
Client Application. It can run on any computer, independently of its architecture and operative 
system. This application permits the access to the robot environments to carry out the practical, 
independently of the location it runs from. The student can access from the computers in the 
laboratory, but also from any computer that has Internet access. 
 
This client application has been entirely developed using the Java programming language, because it 
provides the independency we need both from architecture and from operative system. Also, Java 
supports CORBA in a native way, without necessity of using other foreign libraries. The CORBA 
support in Java is defined by the OMG (Object Management Group), and it permits the interaction with 



the CORBA services developed using the C++ language, both those offered by the robots and those 
offered by the environment cameras and the identity server. 
 
The implementation of the client application has been carried out through Java Web Start. It is the 
reference implementation model of the JNLP (Java Networking Launching Protocol) specification, and 
it has been developed by Sun Microsystems. With this technology, it is possible to start desktop Java 
applications that reside in a web server, checking first if the version of the application the client has 
installed is the latest one. If not, it downloads the new version and the application will run in local 
mode. The starting of such applications can be carried out from a web page or through a link in the 
client desktop. Thanks to this technology, we can be sure that an application is always distributed with 
its most up to date version. 
 
The information about the location of the application, the version and other details can be found in a 
configuration file whose extension is ‘.jnlp’. This way, it is necessary to put at the disposal of the 
students the file ‘.jnlp’ in a web page so that they can download it and run it after. Also, any person 
who wants to make use of the application must install in his computer the last distribution of JRE (Java 
Runtime Environment). We must take into account that currently, Java Web Start is included in the 
JRE. 
 
In the first step of the project, we considered the possibility of integrating the application into a Java 
Applet. This way, the students would only have had to access a web page to use the application. 
However, the security restrictions that these Applets present, made it complicated working with files in 
the computer of the user (reading and writing) and carrying out bidirectional communication flows 
using CORBA with the services the robots provide. That is the reason why Java Web Start has been 
chosen in the latest version of the platform. 
 
Communications Flow. At first, it is necessary that the Identity Server is running in the network. After 
this, the onboard servers of the robots must be activated. When one of these servers starts, it 
publishes the name of the robot and the interfaces it implements (with their corresponding IORs) in the 
Identity Server. 
 
When a client application wants to access the services a robot offers, it first makes a request to the 
Identity Server, indicating the symbolic name of the robot and the interfaces it wants to access. If the 
robot is available at that moment, the Identity Server provides the client application with the references 
to the interface the robot implements. From that moment, the communication is carried out in a 
bidirectional way between the client application and the onboard server of the robot. In a typical mode 
of operation, the client application sends some requests of data capture from the sensors and 
movement commands to the motors. All this process is sum up, step by step, on fig. 2(a) and 2(b). 
 

 

    
 

Fig. 2(a). CORBA communications flow in the remote laboratory. Steps 1 and 2. 
 



    
 

Fig. 2(b). CORBA communications flow in the remote laboratory. Steps 3 and 4. 
 
 
Fig. 3 shows the appearance of the client application. From the main window of this application, the 
student can continuously see the images that both the camera of the ceiling and the camera of the 
robot capture. This window also shows the advance and the steering speeds of the robot. In addition, 
using the arrow buttons, the student can operate the robot with basic movements. Using the top 
menus, the user can decide which data he wants to save while the application is running and the 
name of the files to save these data.  
 

 
 

Fig. 3. Appearance of the graphical interface of the client application. 
 
 
3.2  SSH Communications 
 
This level of communication is used with the objective that the students can send the algorithms they 
have implemented to control the WifiBots. The main goal is to allow the student to send the program 
he has created to the robot he is operating, to compile and to run it. The implementation of this 
communication flow has been made with JSch, a Java library developed by the company JCraft under 
GPL license, which implements the SSH2 protocol. Thanks to this library, the functionality of the SSH2 
protocol can be integrated in our program. 



SSH gives support for a reliable remote access, reliable file transfer and reliable TCP/IP readdressing. 
It can encrypt, authenticate and compress the data transmitted automatically.  
 
In this work, Jsch has been used to establish remote connections with a SSH daemon that has been 
installed in the robots with the objective of accepting incoming connections. The platform makes use 
of the following JSch functions: 
 

- Scpto: This function is used to send the file that contains the source code from the user’s 
computer to the computer in the laboratory where it will be compiled and run. 

 
- Exec: It permits running commands in a remote way. In this platform, it has been used to 

compile the source code using the command ‘makefile’ in the remote machine and to run it 
later. Besides, this function permits showing on the user’s screen the standard output (‘stdout’) 
and the standard error output (‘stderr’). If the standard error does not activate, it means that the 
compilation has been carried out successfully. Otherwise, the student should correct the 
source code and send it again. 

 
Fig. 4. SSH Communications flow in the remote laboratory. 

 
 

The advantage of this method to make the practical is that the student does not need to install any 
library in his computer. However, the depuration of the possible errors during the compilation of the 
source code becomes a slow process, because the source code must be sent several times until all 
the possible errors have been corrected. This communication process is shown on fig. 4. Fig. 5 shows 
the appearance of the window where the student can edit the source code, send it to the server, 
compile it and check if there has been any compilation error. This edition window is accessible from 
the main window of the client application. 
 

 
 

Fig. 5. Appearance of the Editor window. The student can edit the program and the text box at the 
bottom shows the status of the process. 



4. PRACTICAL SESSIONS PROPOSED 
 
Up to this moment, a practical lesson with two exercises has been implemented. Through these 
exercises, the student can put into practice his knowledge about the sensors and the actuators of the 
robot. Also, they deepen in the knowledge of the robot kinematics and the reactive control of mobile 
robots using a competitive coordination of behaviours. Next, the objectives of both exercises are 
described. 
 
4.1  Exercise 1 
 
The student must create a program so that the robot moves forward, describing a straight line. The 
robot must avoid the obstacles it finds in its way, and it must stop when it has travelled a distance of 
three meters. The task has to be solved making use of the infrared sensors to detect the presence of 
an obstacle, and the odometer data must be continuously read to compute the position of the robot 
and the distance it has travelled. Besides, the student must use the information of the ceiling camera 
to know the position of the robot at each moment and compare it with the results computed using the 
odometer data.  
 
In general, the robot has to move straight, and it has to describe a 90º arc when it fins an obstacle. 
The robot must turn to the side where the obstacle is farthest from, and it must stop when the distance 
it has travelled is higher than three meters. To compute this distance, the student has to make use of 
a function that integrates the odometer data and that returns the coordinates of the robot with respect 
to the initial position. This function is available in the RobotBasics interface. 
 
The problem must be solved using a competitive coordination of two behaviours, ‘Go straight’ and 
‘Turn’. 
 
After the simulation, the student has to make a graphical representation of the path the robot has 
followed, using the odometer data. After this, the student must draw the same trajectory, but computed 
from the information provided by the external camera. A comparison and a critical analysis of the 
results must be carried out. 
 
4.2  Exercise 2 
 
The student must make the necessary changes in the program of the exercise one so that the robot 
moves from its initial position to a target point, trying to avoid the obstacles it finds. In the target point, 
there is an artificial mark that can be viewed from the ceiling camera. 
 
As in the previous exercise, the robot must move straight to the target point, turning when it finds an 
obstacle. Once the obstacle has been surpassed, the robot must orientate again to the target point 
and move straight to reach it. The current position of the robot must be computed using the function 
that makes uses of the information of the ceiling camera, and the same for the target point. 
 
The problem has to be solved through the implementation of two behaviours: ‘Go to destination’ and 
‘Avoid obstacle’. At each moment, only one of these behaviours must be active, depending on the 
reading of the infrared sensors (presence of an obstacle). Once the program has finished its running, 
the student must draw the path the robot has followed, using the data of the ceiling camera. 
 
4.3  Safety measures 
 
The fist measure that has been implemented to preserve the application from unknown users is a SQL 
database (MySQL) that runs in the same computer where the Web server and the Identity server run. 
This database has two purposes. First, it restricts the access to the application to those users that 
have been previously included in a database, through a login and a password. This verification is 
carried out before checking which robots are available in that moment. Second, this database also 
registers all the actions the users have carried out in the system, from the verification of the student 
until he leaves the system and the environment is released. 
 
To develop the system, a MySQL server must be installed in any computer of the intranet. Two tables 
are implemented. The first one contains three fields with the data of the user: name, identity number 



and the password, which is codified using SHA1 format. The second table stores the record of actions 
that every user has carried out while they have been using the system. This table stores the date, 
time, IP and a code to identify the action. Taking into account that the client application has to write 
data on these tables, it has been necessary to use the MySQL connector to Java (‘MySQL 
Connector/J’) to implement the application. 
 
Apart from this safety measure, another prevention mechanism has been implemented to avoid 
malfunction of the robots. To do it, an independent thread has been programmed. This thread runs 
concurrently with the user program and it is in charge of monitoring the advance and steering speeds 
of the robot and the infrared sensors. In case that any speed is over a threshold or the robot has a wall 
or obstacle very near, this thread can stop the robot and reinitialize the algorithm.  
 
 
5. CONCLUSION 
 
To conclude, we must emphasize the fact that we have implemented a platform that permits that the 
students carry out the practical lessons in mobile robotics, in an absolutely free timetable and from 
their own home. With this platform, the students can test the algorithms they have programmed, over 
real robots, and they can access all the services these robots offer. Thank to this platform, the 
students can deepen in the knowledge of basic sensors in robotics and basic control strategies. 
 
Several servers have been implemented so that the students can operate the robots in a transparent 
way. In spite of the fact that all the services presented in this paper have been implemented in a 
specific type of robot (WifiBot), all the interfaces would be the same for any kind of robot. This way, we 
could add new environments or change one or more robots without necessity of modifying neither the 
Identity Server nor the Client Application. In conclusion, the platform permits the remote control of a 
team of heterogeneous robot in a transparent way. 
 
At the moment, there are three different environments available. Each environment is composed by a 
WifiBot mobile robot and a camera that offers a general view of the environment where the robot can 
move. Each robot is equipped with a colour camera, two infrared sensors, odometer system and four 
independent motors. This way, three different students can access the system simultaneously to test 
their algorithms.  
 
The students have at their disposal the information about the available robots and the services each 
robot offers. Also, they have several templates that show how they can use the methods implemented 
(read sensors, capture images or move the robot). The client application can run on any computer, 
independently of its architecture and operative system, and it has been implemented using the 
reference model of Java Web Start. This technology permits running Java applications that reside in a 
web server. Through this application, the students are able to connect to the robot, move it, monitor 
the state of the sensors, upload the program they have developed to control the robot, compile and 
run it in the remote environment. 
 
Thanks to this platform, the students are able to carry out some practices on mobile robotics in a real 
environment. They can study robots with different kinematics, try to avoid obstacles using the infrared 
measures, perform a visual localization or navigation, study the properties of the odometer data and 
also test algorithms that imply collaboration between robots. Besides they can visualize the evolution 
of the task thanks to the cameras that are installed along the environment. Thanks to the use of the 
Java Web Start technology, the client application has the following advantages: 
 

- Independence from the architecture and operative system of the student’s computer. 
 
- The user does not need any installation in his computer. Also, as the compilation is carried out 

in the remote computer, the user does not need any additional library. 
 

- The last version of the client application is always available and continuously updated in the 
user’s computer. 
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